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What does EUMETSAT do? 

EUMETSAT exists to deliver: 

 

weather and climate-related satellite data, images and products 
and support to environmental monitoring  

  ï 24 hours a day, 365 days a year 

 

to the National Meteorological Services of its Member and 
Cooperating States, and other users world-wide. 

 

EUMETSAT is an operational agency, not a research and 
development agency. 
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Current EUMETSAT satellites 

METOP-A & METOP -B  
JASON-2 

METEOSAT-10  

METEOSAT-9 

METEOSAT-8 
METEOSAT-7 

METOP 

EUMETSAT POLAR SYSTEM 

Mid-morning, sun synchronous 
orbit at 817 -km altitude, with 14 
orbits per day and 8 scientific 
instruments 

JASON-2 

OCEAN SURFACE TOPOGRAPHY 

Non-synchronous low Earth orbit 
at 1,336km altitude. Altimetric 
data measuring state of the ocean 
surface . 

METEOSAT-7 (57.5 °  EAST) 

INDIAN OCEAN DATA COVERAGE 

Operated in support of the Indian 
Ocean Data Coverage (IODC) 
mission, bridging an observational 
gap in this region 

METEOSAT-10 (0 °  LONGITUDE)  

METEOSAT FULL DISC IMAGERY 

Prime Meteosat full disc imagery 
service over the European 
continent, Africa and parts of the 
Atlantic and Indian oceans every 15 
minutes 

METEOSAT-9 (9.5 °  EAST) 

RAPID SCANNING SERVICE (RSS) 

Delivering the Meteosat Rapid 
Scanning Service over Europe and 
adjacent seas every 5 minutes 

METEOSAT-8 (3.5 °  EAST) 

BACK-UP SPACECRAFT 

In orbit back -up for 0° and Rapid 
Scanning services 



EUMETSAT ground segment 

Meteosat antenna  

Usingen, Germany  

Meteosat antenna  

Fucino, Italy  

Metop antenna  

Spitzbergen, Norway  

Jason antenna  

Usingen, Germany  



For daily weather 
forecasting, to save human 
life and propertyé 

For industry, aviation, 
maritime transport é 

é and for climate and 
environmental monitoring.  

Data applications  

To assist the human 
forecaster in diagnosing and 
monitoring the development 
of hazardous weather 
systemsé 



EUMETSAT Earth Observation System 1 
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EUMETSAT Earth Observation System 2 
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Operations Information Security Management 

System (ISMS)  

Based on the ISO 27000-series standards for the following 
reasons: 

ÅIt provides a comprehensive coverage of all areas related to 
Information Security and suggest best practice controls for 
each of these; 

ÅIt is internationally recognised standard, with equivalence to 
several national standards. Furthermore, certification against 
this standard is possible, if desired. 

ÅIt provides a suitable framework against which the 
EUMETSAT security measures can be audited 
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EUMETSAT and OPS Security and ISO 
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OPS Information Security Policy  

OPS Information Security Policy  

Documentation Index  

Organisation of Security 
Policy  

EUMETSAT-wide  

Human Resources Security  

Staff  

Contracted  

Physical and 
Environmental Security  

General  

OPS-specific  

IT -Specific  

Communication and 
Operations Management  

General  

OPS-specific  

IT -Specific  

Access Control  

General  

OPS-specific  

IT -Specific  

Information Systems 
Acquisition, Development 

and Management  
EUMETSAT-wide  

OPS-specific  

IT -Specific  

Security Incident 
Management  

General  

OPS-specific  

IT -Specific  

Compliance  

EUMETSAT-Wide  

Review of Information 
Security Management  

EUMETSAT-wide  

Requirements (Normative Documents)  

Business Continuity 
Management  

EUMETSAT-wide  

OPS-specific  

IT -Specific  



Operations Security Policy  

It is the policy of Operations to ensure that all systems supporting 
the provision of EUMETSATôs products, data and services are 
properly safeguarded and protected from threats, whether 
these are of a deliberate or accidental nature, or whether they 
arise from internal or external sources by appropriate measures 
for the defined security categories. 
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Operations Security Steering Committee  

Members: Operations, Technical Support, IT representatives 

Dedicated Operations Security Officer 

 

The Steering Committee is responsible for: 

Å Regular maintenance of security policy 

Å Commissioning security audits, analysing their outcomes and initiating 
appropriate corrective measures if required. This includes the management 
of security risks 

Å Analysing requests for deviation (permanent or temporary) of non -compliant 
designs, taking into account risk analyses and/or audit outcomes justifying 
the acceptability of the deviation.  

Å Deciding on the acceptability of a given design and recording the granted 
deviation 
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Current Status and Future Steps  

Å Several operations technical audits have been performed and corrective 
measure implemented 

Å Operations Security Policy, Plan completed and and Steering Committee in 
place 

Å First level documentation according to ISO Standard has been puplished 

 

 

 

Å Detailed Guides and Procedures need to be completed 

Å Gap Analysis planned (against ISO standard) in 2013 with actions to be 
implemented in 2014 

Å Definition of future programme security requirements under preparation  

Å ISO 27002 certification? 
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Challenges  

ÅApplying the ISO 27002 standards to existing systems 

ÅDeveloping requirements for new programmes and systems, 
which will be integrated into the existing systems  

ÅDeveloping an organisation-wide approach to Risk, Business 
Continuity and Security Managment 

ÅCurrent implemented at the Departmental/Divisional level  
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Space Link Security (1/3)  

ÅWhat is the appropriate level of security? Needs to be a trade-
off with operational complexity and associated risks:  

ÅDo we increase risk of inability to recover from a tumbling 
satellite, or in case of no telemetry/blind commanding?  

ÅHow well can we characterize the perceived threat? 
Presumably some information may be available from civilian 
systems concerning unauthorized commanding attempts? 

ÅMany European civilian systems have not been equipped 
with authentication, or have not used this capability. 
Increasingly, new systems are being required to support it, 
but uncertainty as to the need to use it remains.  

ÅPossibility to link activation to a threat level?  
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Space Link Security (2/3)  

ÅNew standards on authentication 

ÅMetop uses the now obsolete PSS standard and is perceived 
as operationally complex ï additional risks?; 

ÅNew programs using the NIST standard CMAC approach 
which is expected to become an ECSS standard. This adds 
more security.  

ÅAdditional measures also considered to address operational 
concerns (in particular, inability to access own satellite).  

ÅGround processes for key management over multiple control 
facility instances and sites need to be carefully considered (e.g. 
key access management, recovery from control system failures 
etc.) 

Slide: 17 



Space Link Security (3/3)  

ÅAlso need to consider protection against jamming attacks 

ÅCurrent satellites are autonomous for at least 24 hours from 
safety point of view, some less from service viewpoint. New 
generation satellites should maintain their mission for 
longer. 

 

ÅEUMETSAT has initiated an internal process to converge on a 
unified approach, across programs, for technical 
implementation and operational usage. 
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